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PLAINTIFF’S MOTION FOR SANCTIONS 

Pursuant to the Court’s i nh erent authority and Federal Rules of Civil Procedure 26 and 
37, Plaintiff moves for the entry of an order sanctioning Defendant for intentionally spoiling 
material computer evidence, committing perjury and suppressing evidence, and respectfully 
requests that the Court hold an evidentiary hearing so that it may properly adjudicate this motion. 

I. INTRODUCTION 

“Based on the timing, there is no doubt that Defendant installed and used file wiping 
software programs to deliberately destroy evidence in this case.” Patrick Paige’s Expert Report 
at ][ 36 (attached as Exhibit A). “Defendant’s statement during his deposition that he ‘did not 
deliberately delete any files’ on his Asus computer is perjurious.” Id. at ][ 37. “Defendant’s 
deposition testimony that he did not download any computer cleaning software onto his Asus is 
also perjurious.” Id. at ][ 38. According to Mr. Paige, a veteran computer forensics examiner and 
two time winner of the DOJ’s “Outstanding Law Enforcement Officer of the Year” award, 
“Defendant’s Asus had the most file destruction software I have ever seen on one computer.” Id. 
at ][ 35. Indeed, Defendant used eleven different computer software wiping programs to purge 
his Asus computer of relevant evidence: (1) BCWipe; (2) CyberScrub Privacy Suite; (3) 
Directory Snoop; (4) Erasure Software; (5) Kill Disk Suite; (6) CCleaner; (7) Wipe MFT; (8) 
DiskExplorer for NTFS; (9) MooO Disk Cleaner; (10) MooO Anti-Recovery; (11) Asus Secure 
Delete. See id. at 3-8. The wiping software was installed days before Defendant was 
scheduled to turn over his computer for imaging. And, file deletion software was running the 
day before Defendant turned his computer over for imaging. See id. at 13. Defendant wiped 
hi s computer so clean that only one instance of Defendant’s own name can be found on it; and, 
humorously, that one instance proves Defendant possesses a Kindle Fire that, of course, he failed 
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to identify or produce. See id. at ][ 25. In total, Defendant failed to produce at least eight 
relevant drives. Id. at ][ 39. Significantly, while he was using file destruction software, 
Defendant plugged in a Western Digital My Passport external drive into his Asus. Id. at ][ 
41. “Defendant’s use of a Western Digital My Passport Drive on June 19, 2015, when he was 
using wiping software, indicates Defendant was making copies of certain data that he wanted to 
retain prior to or contemporaneously with his using the file deletion software programs to spoil 
other data contained on the Asus.” Id. at ][ 43. 

The prejudice to Plaintiff is obvious. Plaintiff alleges Defendant used his computer, 
the Internet and BitTorrent to download and distribute pirated copies of Plaintiffs 
works. Plaintiff would have found its works on Defendant’s computer. Defendant’s intentional 
spoiliation makes that impossible. In short, Defendant intentionally and with malicious 
aforethought consciously and deliberately destroyed what Defendant well knew would be the 
smoking gun. Defendant also lied under oath about the spoiliation. And, he lied under oath 
about the password for his wireless router. For these reasons, Plaintiff respectfully requests that 
the Court sanction Defendant. 

II. FACTS 

A. Defendant Spoiled Material Evidence 

1. Defendant Had A Duty To Preserve Evidence And Only Defendant Could Have 
Spoiled It 

On February 27, 2015, Verizon notified Defendant about Plaintiffs lawsuit. Defendant 
filed a waiver of service on April 27, 2015. See CM/ECF 14. On May 7, 2015, Your Honor 
denied Plaintiffs motion for a preservation order because Defendant was already under a duty to 
preserve evidence. Defendant’s attorney also told him “not to delete any files.” Deposition of 
Defendant, attached hereto as Exhibit “B,” at 163:16-17. 
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Significantly, Defendant testified that he was the only person who used his laptop during 
the last “couple of months” and that no one else could use it without his “permission.” Id. at 
210:11-16; 201:5-6. Thus, Defendant is the only person who could have installed, used, and 
deleted the computer wiping software programs. 

2. Defendant’s Timing Indicates He Acted in Bad Faith 

“Defendant attempted to defraud Plaintiff and the Court by destroying material evidence 
and I believe Defendant did so because he is likely the infringer.” Id. at ][ 47. Plaintiffs expert’s 
conclusion is bolstered by the timing. Indeed, Defendant’s hard drive was originally scheduled 
to be imaged on June 18, 2015. And, on June 15, 2015, Defendant confirmed that date. 
However, on June 18, 2015 — the morning of the imaging — Defendant rescheduled. Defendant 
claimed he was “stuck out of town.” Plaintiff acquiesced, and the imaging was rescheduled for 
Monday, June 22, 2015. Between the 18 th and 22 nd , Defendant was obviously very busy deleting 
and destroying the data on his Asus computer. 

3. Defendant Installed. Used, and Deleted Numerous Wiping Software Programs 
Immediately Before Producing His Drive 

Patrick Paige’s expert report, at paragraphs 10-23, more fully describes the computer 
wiping software Defendant used. In short, Defendant used BCWipe — military grade computer 
file destruction software that is “designed to surgically remove all traces of unwanted files 
beyond recovery.” 1 Defendant installed BCWipe on June 19, 2015 - three days before he was 
scheduled to dehver his computer for imagining. Paige Expert Report, at 13. It was running 
on June 21. Id. It was deleted between or on June 21 and June 22, 2015. Id. 

Defendant also used: 



1 http://www.jetico.com/products/personal-privacy/bcwipe/ (Last Accessed on September 17, 2015) 
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• CyberScrub Privacy Suite — which is software that deletes “online evidence of ... 
browsing, it securely deletes various supported applications, Browsers, Windows 
Sensitive Areas, [and] Peer to Peer activities. It also destroys Emails[.]” 2 

• Directory Snoop — which is a search tool that allows Windows users to scan their 
formatted disk drives to see what data may be hiding. 

• Eraser Software — which is software that allows a user to “completely remove sensitive 
data from [a] hard drive by overwriting it several times with carefully selected patterns.” 3 

• Kill Disk Suite — which is a software suite used to “wipe all data on hard disks, USB 
drives and floppy disks completely, [which eliminate] any possibility of future recovery 
of deleted files and folders.” 4 

• CCleaner — which is software that deletes files left by certain programs, including 
Internet Explorer, Firefox, Google Chrome, Opera, Safari, Windows Media Player, 
Microsoft Office, Adobe Acrobat, Adobe Flash Player. It also deletes browsing history, 
cookies, recycle bin, memory dumps, file fragments, log files, system caches, application 
data, autocomplete form history, and various other data. 

• Wipe MFT — which is anti-forensic software used to “wipe MFT records and Directory 
entries which store names, dates, size and other attributes of deleted files.” 5 

• DiskExplorer for NTFS — which is software that allows a user to view parts of a hard 
drive that are not accessible to the average user. 

• MooO Disk Cleaner — which is file destruction software that can delete “system 
temporary files, private data in registry, internet browser cache, history and cookies[.]” 6 

2 http://www.cyberscmb.com/ (Last Accessed on September 17, 2015) 

3 http://www.freewarefiles.com/Eraser_program_1793.html (Last Accessed on September 17, 2015) 

4 http://www.killdisk.com/wiper.htm (Last Accessed on September 17, 2015) 

5 http://wipe-mft.software.informer.com/ (Last Accessed on September 17, 2015) 
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